UBND TINH KIEN GIANG CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc 1ap - Tw do - Hanh phic

s6:1819 /sTTTT-CPS Kién Giang, ngay J/thang 7 nam 2024
VIV canh bdo rui ro an toan thong tin
lién quan dén san pham ctia CrowdStrike

Kinh gtri: , 7
- S§, ban, nganh cap tinh (Pang, chinh quyén, doan thé);
- Uy ban nhan dan cac huyén, thanh phé;

S& Thong tin va Truyén théng Kién Giang nhan dugc Cong vin sd
1384/CATTT-NCSC ngay 20/7/2024 ctia Cuc An toan thong tin - B Thong tin
va Truyén thong vé viéc canh bdo rui ro an toan thong tin lién quan dén san pham
ctua CrowdStrike.

Trong quéa trinh gidm sat an toan thong tin trén khong gian mang, Trung
tam Giam sat an toan khong gian mang quéc gia (NCSC), thuéc Cuc An toan
thong tin, Bo Thong tin va Truyén thong, da “phat hién rui ro an toan thong tin lién
quan den san pham cua CrowdStrike. Sur co trén da gay anh huong toi nhiéu co
quan, to chirc trén thé gidi, trong do bao g6m D, Singapore, Tay Ban Nha, An
D9, Israel, Nam Phi,.... Cu thé, cac may tinh chay h¢ diéu hanh Windows 10 va
cai dat phan mém Falcon Sensor cuia hang CrowdStrike déu gip 16i man hinh xanh
(Blue Screen Of Death - BSOD) va khong thé khéi dong lai dé hoat dong binh
thuong. Dleu nay gy anh huong toi he thdng thong tin va hoat dong cta ca nhan,
co quan, t6 chirc. Nha phat trlen CrowdStrike da dua ra thong bao xac nhan rui ro
va thuc hién khoi phuc phan mém Falcon Sensor dé tranh gy thém anh hudng toi
thiét bi cia nguoi dung. Thong tin chi tiét va huéng dan khac phuc dbi véi cac
thiét bi da bi anh huong duogc trinh bay tai phu luc.

(Théng tin chi tiét xem tai phu luc kém theo)

Nhim dam bao an toan thong tin cho hé thng thong tin ctia Cac co quan,
don vi trén dia ban tinh, gop phan bao dam an toan cho khong gian mang Viét
Nam. So Thong tin va Truyén thong Kién Giang khuyén nghi cc co quan, don vi
thuc hién mot s6 bién phap sau:

1. Kiém tra, ra soat hé théng thong tin dang st dung c6 kha ning bi anh
hudng boi rui ro an toan thong tin trén. Chu dong theo doi cac thong tin 1ién quan
nham thyc hién khac phuc rui ro trong truong hop bi anh hudng.

2. Tang cudng giam sat va san sang phuong an xu 1y khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh bao

cuia cac co quan chirc nang va cac t6 chirc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.

3. Trong trudng hop can thiét ¢ thé lién hé dau mdi hd tro sau:
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- Cuc An toan thong tin - B Thong tin va Truyén thong: Trung tim Giam
sat an toan khong gian mang qudc gia, di¢n thoai 02432091616, thu dién tu:
ncsc@ais.gov.vn.

- Hodc Phong Chuyén dbi s6 - S& Théng tin va Truyén thong Kién Giang,
dién thoai: 0297.3921678.
/ Lk,
Noi nhgn: KT.GIAM POC
HQ GIAM POC

- Nhu trén;
- Trung tm CNTT&TT (t/h);
- Luu: VT, CBS (ttnghi).




- PHULUC
THONG TIN CHI TIET VE RUI RO AN TOAN THONG TIN
(Kém theo Céng van so ISTTTT-CBS ngay | 12024
ciia S¢ Théng tin va Truyén Thong Kién Giang)

1. Thong tin chi tiét vé rii ro an toan théng tin lién quan dén san phim
cua CrowdStrike

Cuc An toan thong tin da phat hién rui ro an toan thong tin lién quan dén san
phém ctia CrowdStrike. Cu thé, cac may tinh chay hé diéu hanh Windows 10 va cai
dit phan mém Falcon Sensor cua hiang CrowdStrike déu gip 16i man hinh xanh (Blue
Screen Of Death - BSOD) va khong thé khoi dong lai dé hoat dong binh thuong.
Piéu nay gy anh huong toi hé thong thong tin va hoat dong cua ca nhén, co quan,
t6 chuc. Nha phat trién CrowdStrike dd dua ra thong bao xac nhan rai ro va thuc
hién khoéi phuc phin mém Falcon Sensor dé tranh gay thém anh hudng toi thiét bi
cua nguoi dung.

Hwéng din khic phuc d6i voi cac thiét bi da bi anh huéng:

Buée 1: Khoi dong lai may tinh va vao ché do Safe Mode hoic Windows
Recovery Environment.

Buoce 2: Truy cap thu muc “C:\Windows\System32\drivers\CrowdStrike”

Buoc 3: X6a bd cac tap tin cd dinh dang “C-00000291*.sys” (tap tin c6 dinh
dang .sys va tén bat dau bang chudi C-00000291)

Buoc 4: Khéi dong lai may tinh va st dung nhu binh thuong.
2. Tai liéu tham khao

https://supportportal.crowdstrike.com/s/article/Tech-Alert-Windows-crashes-
related-to-Falcon-Sensor-2024-07-19
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